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MKake : =fBj£I§ffiM<£>v;* # — fiS. 
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I V_keys : n >^>yi^ftffl©£i£Bif#ft^£ ^©Mi-fit ( 

I V : Initial Value) 0 
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^§M^yAffi^># -7 32-^*3 2 4, fc.fctfftgM^Ey Affi7J-f 

ALE:T FUX7>yf>f^-7*;i/ 
CE:f7 7°>f*-7*;b 

WE :^>r h-r 
RE:U - K>f 

£fc> ^SM^EU Uf>f71, 2) , ^SV^iftSM^EU^COfg-SfilLT 
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WP:^>T hZfVfr? h TO^^'J UfOl, 2) iCOJ^Jg) 
RDY/BUSY:l/f>f - • \£V- 

[0 0 7 1 ] 

y 7- y v £ vl <fc o T figjft 3 ti s o 

[0 0 7 2] 

z2yTyv\zm-?Z>M3c3.VTj #toizlL\ZnyTyvm&i&m** ; f&M£ 

[0 0 7 3] 
[0 0 7 4] 

• 7^-79 h/t-i?a> (Format Version) 

t^a'Jf-f (Security Header) ©7^ — h;1 — . 

• I D (Content ID) 

nyryvomm* (ID) 

• ny^yy # 4 Zf (Content Type) 
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• (Data Type) 

' Pf#T;i/^U (Encryption Algorithm) 

AtfDES IC^SBt-JHb-e&Sfr h U ^DES (Triple-DES) IC J: £ 2)^5:^ 
•To 

• Rl-^Hfc^E — K (Encryption Mode) 

flf-iHf;y;HJy XA (Encryption Algorithm) T?Jt)£ $ JxfcT U XAslZft 
[0 0 7 5] 

• Hf-^-ffc^^-V^ K^W^ (Encryption Format Type) 

ny^yy^mzMlsT i^<D^y9-yvmK czm^t-t&XJzfZt^zf 

[0 0 7 6] 

0 8ic##>f :/©R|f-*Hb:7tf-^>y MtJ&&^-r 0 08 (a) tf^^lcAft 

mty^t-^v hT'm^kzn&^yTyy&t^v&mWf&T'&v. (b) # 

So 

[0 0 7 7] 

08 (a) &C^-t#-f ?l©HgF-JHfc:7jr-V<y Mi, 3>f>7Wn^ 

0 8 (b) iC^-T^-f ^2 ©Hfr-^ffc^jr-^y 
M4, 7 i/a^^e'J©^^ ##lCM&£iZ? s e c__l ~K sec 

_mf}mm^tixm^t^tit^ziy^yy^m^nr^m^ 

#Mmp-^-ffc«3a!T?a>S. «;*.tfB8 (b) O77»rya^?iJ0tf* 1 
l ©flf-JHtgli: ITK s e c_l j&WSLTiBjestu # # 1 
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ns3>r> x y«, v vxzis^x. ~i~s<x k s e c i itMH vtctfamt 

itmt. LXKs e c_mi)mfcLXWlfe2tl. "fe 9 # mlC&*fi£ 3 

#-^D y ^ICfcV^T, "T^T K s e c_m£^ffl bfcl^ft^WtfSfc^ tlT 

[0 0 7 8] 

[0 0 7 9] 

• H^ft75y (Encryption Flag) 

[0 0 8 0] 

• I CV77^ (ICV Flag) 

y * * * © i cv##n • ^tfin 7 ^y. ^ny^rt©*^ 

*8 (32-fe**) #©7^£*£o 0 #13-1*0 : ICV&U 1 : ICVfe'J 
[0 0 8 1] 

• Hf-iHtn^^ygt (K c.Encrypted 0-31) 

mp#ft 3 n£ n >^ > vm&feffimm (320) 

• Hf-iHb I CV'4^i (Kicv_cont_encrypted) 

[0 0 8 2] 

• ^fibVtffT— i/alsV* Wt— $?3> (Valid Revocation List version) 
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3>^>^#£<D|&{C^3frlCjIJS3*l<5 U aK^T-S/a >U X h (Revocation L 
ist) <Dr?-^3>. 

-fey h£*lTV^Sy tf^-^S h (Revocation 
List) <DA-PayfrZft&V-£^M&. #^$:fF"5rb^VN 0 IBfA 

•TSi&Mtf&V^^-r^yiCteO $r^^t*So 
[0 0 8 3] 

• -fe^fn. V s\y # I CV (ICV of Security Header) 
-fe=3fn.y^W 'N.y ** (Security Header) ©Bfc^ 1 x y ^-fB (ICV) „ 

[0 0 8 4] 

[0 0 8 5] 

• UsK^T — 2/g>y J* M$BU^ (Revocation List ID) 
y^-S/3>y^h (Revocation List) ilTCDI 

o 

[0 0 8 6] 

• 'J^-i/3>'JXhA-ya> (Revocation List Version) 

UsK^r — 2/a>U X h (Revocation List)© A- a > £at1~ 0 Usfr?r — 2/a 

[0 0 87] 

^fEtf^f&T'te. y iK^r-S/a > U X h (Revocation List) IZA- is 3 >ff 
>r-£/3 >y ^ b<DA-i?a > £ny'ryy<D'\y #ftlz.2bZ>m%]teV tf>r-is 
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€>o ysK^r-2/a>U x h0>J€$T&fr;b&tf*U;£, ^(Dny^yv <D 

[0 0 8 8] 

y tf>r- 3 y y x r- <da—v a >fit$g£X$TM<z> y ^-^3>'nh © a- 

^3>fiNg££J*]f£bT, §rbv>y ^>r-i/a>y X M^SMUfeHO)* 
[0 0 8 9] 

[0 0 9 0] 

• ^f-f71 I DR (Number of Medial ID) 
^tt^S^f-fTl (Medial ID) <Z>|&& 

• ^f-f 7 1 I D (0) 71 ID (L - 1) (MediallD(O) - Medial 
ID(L-l)) 

^UT^S^r>f7 10»©'UbT^6o 

[0 0 9 1], 
•■^f-f7 2 I Dffc (Number of Media2 ID) 
^LT^5^f>f72 (Media 2 ID) ©miSC 

• ^f^f7 2 ID (0) -*-5*-f 7 2 I D (M- 1) (Media2ID(0) - Media2 
ID(M-l)) 

^LTv^S*^ 7 2©»SU J ?'©y:* hT*££o 
[0 0 9 2] 

• ziy^ryV I Dffc (Number of Contents ID) 
^bTV\63>r> x yiD (Contents ID) £>$&f$C 

• ny^-yV ID (0) -uy^-yV ID (N - 1) (Contents ID(0) - Con 
tents ID(N-l)) 
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[0 0 9 3] 

• 1) tK-^T — i/a>UXh ICV (ICV of Revocation List) 

y#4r-$/s>y ^ N<z)ejt®^x^^ffl©i cv 

[0 0 9 4] 

_ti£<Z)£e>tc. #^l^c£tt£y/K>!r-S/a>y;* M±. ^IfccDg^i U-r>f 
7\ n>^> x y) (ID) fr^Ktffc^&o z.<D&olz. ny^-yy^ 

^f-f70^iiT'feS'J^-J/3>yxh (Revocation List) C^ffc© 

^*l<Z>flg£-£JI&5l&fE£ LTfr^^lCjcoT, — o©y ^-J/3>'JXh 

^H^T^yOfS^ffiL/BfrJC^y • ^>#-:7:i:-;*£PtC33V^, ^JJS^-f 
T^fcttfrJMn^T-^ycofliBfl^ (I D) y^-i/a >y Mcyx h£ 
ftfci Di:©M-a-^H^f-rsz:i:{ci: y\ ^ie;&*7^ T©^M J f>^IE&=I>•x- 
> y <z>^* ffi b & ssib-r 3 1 # -e £ § . 

[0 0 9 5] 

izmfevtcMm^z y 1 00 >j ^ - 3 > y ^ ft- wis®^f>f 7t 3 
y^yv<ov^-i7 mm tfBTtgic&s,, *^>f r?gl&^©y tftr-t/ayv 
xhlzm-3<*?J YCDWiUWM. nyTyvmm^<D^yTyvm3LWM<z>$k 

[0 0 9 6] 
[0 0 9 7] 

Lzfu y 1 ■ A — -5 y S/a > • 7"- 7 A/ (B PT) ] 
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-•?)]/ (BPT : Block Permission Table) <Z)^/&lCO ^XM^T Z>„ 09 
File Allocation Table ; FAT) &Se*&/uT*^3l l/T £ *J , "7 7 4 fri/ 

[0 0 9 8] 

zf)\, (bpt) 7.\z&w&m^mx*m±ht=.7uv v\zi&m'£frz> 

5^>a>-f-^ (BPT) $:t'yht5rfct', -r^W X©^3W^J^v>^ 
• A-^ ^S/3> • "7—7 ft (BPT) fC^^tlfcffnT^lC^o^^^Ur 

? -fe 7s t> ti & m& t b & o 

[0 0 9 9] 

01 OK^Uy? • y*/*y • T-Zffr (BPT) (D^J^^^-To JSAT 

[0 10 0] 

• 7*-7y hA-^3> (Format Version) 

BPT (Block. Permission Table) ©7t-Y»y bA-i;3>$:^t. BPT 

• B PT^M? (BPT ID) 

y 7 • r?— ^ y i/B. y • T — (BPT: Block Permission Table) (D 

- mm* (id) T-feSo 
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• -fUvVWi (Number of Blocks) 

BPT (Block Permission Table) XWlO ZfU y 9 (Dm&Zm't* 

• Z/U v V # 1 -ZfU y 9 # nff«T7^^ (Block #1 - #n Permission Flag 

) 

• B P T - I C V (ICV of BPT) 

BPT (Block Permission Table) ©5(Sf I'yi'ffl© I CVt'^S. 
[0101] 

TX4*<D-7T4 Jli/*Trl*&TA'( Z.*mMLfc&iK. -JXlvV - *-%v 
ismy - 7—-fn/ (BPT) ^itf7 7>y */zl*^V fc^bfe^U F 

a^itSo ^U-f >#-:7:c-f XgB&, T^-feXff«T^-^;i/^:^#LB PT 
fc-feyh (ex. 04 IC^-T*^ UgP3 2 1 ) i-£„ ^=ty>f >^-7i>f^li 

[0 10 2] 

~fUy 9 ' A— 5 x yi/a> • f- (BPT) iAK^f>f7©77 
[0 10 3] 

fc;fc. ^ • 7^-^^2/a> • -5^-^ (BPT) Idli. BfcmRfrlt<Z>£#> 
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mzit. i cvfi<^*^$ti, nwfeztifcm&izit. bpt© 
m-tz>z.nt>m±2n2> e BPTcicvi^f-f (id) icsc^ 

T4^t5. ^-OfefelC, ffiGD*^ TlCT^'fe^ffiF'Br'r— ^"A/fentr-Ufefc 
[0 10 4] 

^-fTtt, ^©^^tcrfn y * • y i/a y • f-~-f)^ (bpt) £ 

^€'J (ex. 779S/a>l J E'J) O y * C*£j&A>T?tf}flri*<6. 

l& ^ny^-;t-$»;J/a>-f-^ (BPT) &f&WLfc*=E V \H<f>-fU 
y?tcov>T«u 7n yt?m£^"S<DWt%.%:'7u y * • $ yS/a> - -r— ^ 
(BPT) IClBM-r^c *»W©"5=A>f^a:, Jl^-f rJC|&»l/fc-5*-*tlt2s 
«tSJCfeVAT, BPTfc#ibtB P T lzmMZnfc&-7U v V (Dffitt&Zm 
figlfct, m£^T*&&7Uy ?<Dfr<Dffi3z*:m4f't2>Wl&T'2bZ>(DT^ BPT 

[0 10 5] 

^f>f7 (75 7 J/a^ =E 'J Jltf - * IE©**) <D9m&K-&V}&'7U<y9 

• /t-§yj/a> • 7—-7n/ (bpt) ©ig5t:7n-£, hi i fe<tt?0i 2ic 

wranaa-T- (id) ®^i:BPT©«sa*^*ift»f^"eff*)tis : b©i:'rs 

o 

[0 10 6] 

yiC*fU IDl*ajbn7>K5:jloT (S31), & ^frCtf)*-^ TKte 
JttStlfe I DfcSfe (S 3 2) T££> ^tf> I D5:^-Xi:bfe ICVMK 
icv_b P t5:M (S3 3) tS„ ICVMKi c vJptH 
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: MK i c v_bpt£, : I V i c v_bpt£, B PT^gB^ (ID) Cgt5 

^T£j£-r£, ^fltf&JCtt, ICV4^iKicv_bpt=DES (E, MK i 
cv_bpt, ID'IVicvJpt) lCfi^T£/&£*l-5o ^©SUfcW:, BPT 
CD I D£30JMI Vic v_bpt©#^fi|^afPlC-7^^ -H : MK i c v_bptlCi 

[0 10 7] 

7£&C, B PT0#7-f -/I/KtCiMfc/l^*-* &t85£ (S3 4) U #/\°^ 
*-##igj££*l£B PTlCg^^T I CV?:^ (^S^S® 1 4 (DMf&Zm 
m) b (S3 5) , ^^bfeICVS:BPT©ICV7>f-;i/FlC|g^ (S3 6 
) f5„ Z.<D£t>lZlsXmf%Zftfe'7Uv ? ■ ;^-5v>a> • -x— (B P 
T) &^f^n izmg&ti (S 3 7) . j&fe, f&j&Lki^lCB PT<Z>#£& 

[0 10 8] 

S@2 2 0ji!lll:#l) ^Hff-r^c 
[0109] 

>K5:Sot (S4 1) , ID&MU IDH-XfcbfeICV4j«||K 
i c v_bpt&£j& (S 4 2) fS„ I CV£j*HK i c v_b P m, 7X^-i 
: MK i c v_bpth. ttffifit : I V i c v.bpti:, B PTSWW^ (ID) tC*-5 
^T4^t5. ^ftTJCtt, I CVMK i c v_b p t =DE S (E, MK 
i c v_bpt, I D" I V i c v_bpt) lCX^T£j&2*l£>o j£<DMmt. B P 
T©I D^Ute (I V i c v_b P t) (D$$i&^m%UC?7s#-m : MK i c v_b 

[0 110] 

#ac. B PT©^7-{ -;bRCiftM&^*-# fc&Jt (S4 5) 
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ffl) b (S46) , £.f%Lt=.I CV5:BPTOICV7^-;i/Kt:^ (S4 7 

) ts. z.a>£.oKhTm&-£ttzruv v ■ rt-^vzs^y - -x- ^ (bp 

T) fe^f'fTl &C«£&tf (S4 8) „ ftfi£l,£:<J:-MCB PT<£>§^& 

»yn'^tt, B PTlcfev^TM^^pRT^^ii L/TiS/tES *i£.:/n *y # £ •£ 

[0 111] 

@13 IC^D y-9 ■ A-5»;J/a> - ^->Ol/ (B PT) ©;Rftl3fl#f£M£5t 
•To H13CD (a) tt*-5*-fTl, ^f^72©77«yi/a^ ; E'J0/n>y?i 
J**?**;, SI 3 (b) It. zfuvi? • yt-$y*/g> • -r— :77b (B PT) *e 

zfuyp • ^i/a > • -r- — ^ (B PT) 7*-7y h • 

S?a>, BPTID, ^Dy^»Kl«|V^T, #7*n*^©l*iil (1) , 
•bT (0) #«£S*U *«C B P T0*«f x y ffi .( I C V of B PT) ifi 
»iSnfe*j*Sf|o. ^ycDBPTfctt^nv* (H13<0«T?U:7'n9^ 
#2) tt, T'n^ir-^-^yS/aV-f-^ (BPT) Kifev^T?i*>pnrilH 

[0 112] 

H13ic^t7*n*;^ •^-5*;S'3>-f-7*^ (BPT) <Z>*/&09 

2r-fu*j>?<?>mitt (i) > at**^ (o) ©*#a&j£sn:Mllj*T*&*# 
, m&mm<D&<DT?v*&~^znfe?z>m&(.T*itt£<. (H£) fF«r 

^cj, M£^«r do), *s£*«r, m*«r (on , (oo 

[0 113] 

fe»J, zfUy 9 ■ A— y is m y ' -T- — (BPT) tfiWLfe&&fr£ o fr<DVt 
I^fSrfctt't. BPT#8tt£3;riTV^:fKJRT?, f^^^BPT 
Oifcftftam^i: Stt-fcfttfcvvR|£fcl,T, BPT©S« 
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[0 1 14] 

CDB PT©»^ii*«, 9 -f #-T*f«LfcB P T £ [tg£#£&tf 

v9 ■ yi/H> • ^--7> (BPT) iCfeV%Tm^«IM^i:bT^-r 

So 

[0 115] 

M^x'^f (icv) ic^safcS^x*/ 

7£lC* MG^xy 2W. (ICV : Integrity Check Value) *Cfc<&-r — #8cSt 
^a:y ^»3ltcov>T3iqi!'rs. *»9!©«fifcK:fev^r, Scft^xy^H (IC 

[0 116] 

de sm^%mm&*:m^&&^ ^ v t m d cv) ^m&hi 4 ic^ir 

. 01 4©^&lc^£e>K:Mii£fc£i5fc^xy ?t-Z$:W&'?Z>* ^-fe- 
V* 8 A-f (J^T, fr'mZfrtc.* 9t-^*D0, Dl, D2, • 

• Dn-ltfS) -T&o *Jfc^xy ^-^te, fllxJfn:/^^ g#T- 

[0 117] 

£1% ^JlM (Initial Value (J^T, IVfctS) ) H D 0 fctfEMlMfn 
■t<5 (^©H£HI$:I o r^CtC. I 1 &DE SBgf^bgPiCAtl, &m^x 

^^-fit (i cv) £f&iiK i c v %:%^Tm-%ft-tz (m^jSrE i ii-rs) o m 
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. otmr^vvm (i cv) g.m.mK i c v $:fflv^TBip#fk•r€> (m*E 2) „ 

[0 118] 

^m<D^\\^t^'uu^^r^m±it^y^>^y^mz^vr^iEm^ 1 cv 

mt^\znz^r>V\zm^X^m.ht=. I CV* fcfcJfcj&bTI^-ffitfitiaE, 
t&t)^ICV =ICVT'fenia*^yt-i/\ <«x.«n>f^, BPT 

, $>sv^^iU3^<>^-^/^>ux ^^cac@©^v^z:i:^l^$tl. icv ^ic 

v t» & 4x BJc fic^ o i: Wit $ 4x -5 o 

[0 1 19] 

t&n-m.?-* sr^ffib (sii), fl&ffibfc7 ; -^ic*^vNTMx.«fa 

1 4CDDE SHf^S^tC ±»; I CV $:ff-m-rS (SI 2) „ tf 
^tm^tlfe I CV fc-^-^rttCftttStlfc I CVfc&Jfc«L (S 1 3) , —St 
^-#©t&^#M<lE^&^-#T*&&£^ (SU*&S15 

) ati. ^-mom&iit* £*0£ (si4*»&si6) sti 

So 

[0 12 0] 

y^-i/3>n hcz>*«^xy.^M©*sa^x^ t?m (icv) £*&#tK 

i c v_r 1 «\ fftr/M^O^^'J >f >#!7x-;*3P3 0 OCD^^EU^PS 2 
1 (®4#flg) ftlCfe^StlfcU #T-i/m >V7* h (Revocation List) CO I 
CVi^^t5V^^-i : MKicv_rl£, U stf^r— $/a > U X h (Revocati 
on List) CO I CVi^W *B#©SJaMt : IVicv_rl£, vtf>r-i/ayv 
Xh<Dm&ffim$lZ^$.nzV#>r--isnyVXb'rt~-i?m> (Version) lz 

as^t^/rr*. ^famziz. vm (icv) ftunKiev.r 

1=DES (E, MKicv_rl, Version* I V icv_rl) ICgS^^T^fifc;* *l& 0 ftf 
B^Mmt. (Version) £:&J8Hi (IVicv_rl) OgMttflftlftK: 

: M K i cv_r UC <£ <£> D E S^E- K^CDBf^MS&lifT-f 3 £ ^ oM 
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I CV4^iK i c v_rlZmmisT®Wmi Vrl (*^U3|S3 2 1 lCte*ft) 
[0121] 

ZfUvV • /\°-^ *$/3> • r-'ffl' (BPT) ©Bfc^aiy ?JB<Z>& 
4fiif ^-fit (I CV) £f&^K i c v_b p tfcL ^ftfA^^^^t'J'fV 
^^i-^g|S3 0 OO^^y ^S3 2 1 (04#flg) JftlZ&fflZfrfcB PT© I C 
V^&^^-^SVX^-ii : MKicv_bpt£, B PTCDI CVi$:Mt5^© 
450«5M : IVicv_bpt£, B PT(5DMf4##«4ilC^*tlSB PT^jglJ^- ( I D) 

ic*t5v>T^^--5o A^icii. ncm^^v^m dcv) ^Kicv. 

bpt=DES (E, MKicv_bpt, I D * I V icv_bpt) lC^^5v\T£f&£*l& 

o mmx&Mmz. BPToiDiitijiii (ivicv_b P t) <D$ttikmmmiz^x 

MKicv_bptlCj:£DE S=E- FT(DWgmk#m*M1 : T'? & £ V> oM*& 

-e&&. ^"n y ? • /\°-^. >y i/3 y • (b pt) cd^m^-^v vmz. 

Z.(D£oK VT£.f&2frt~ I C V^iK i c v_bpt£^m btlUfi I Vbpt 

fr&o fcfc, B PT©#M ti: ItlSiSnS I CVtt, BPTftOf-iJri: 
BPT$:^iLfe^f>f7©» (ID) fc-^tf-^- * IC*^5V>T 
„ foT, BPTCICVf x«y^tt, B PT©f-f^lO^®**e)f, 
*^>f 7®^<Z>IE^&B PT, ^&;b -r >f TK1 3 kf-£*lfcB 

[0 12 2] 

n^^^^co-fe^^^oBSc®^^^ ^JBoafcm^-xy (ICV) 
lest #>fb $ tvT «in s nr & y > &hjcjs cr^^u^f^*?!-^ ©Bt#^a 

i3 2 0 (®4#fgQ iCfc^T, * ^ V s W 7 2 £ OD*BSfgII^{C0^f $ 
fr>( 7 2(Dny 3 1 VM^^ti^> DES-CBC^- KlC£<5^£# 

[0 12 3] 
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f8e>2Mcfc*Ui, U sK^r-S/a >y h (D^m^kMizm^ < 3>-r->y©lf£*$ 
[0 12 4] 

j 

e 

[0 12 5] 

16&, £WC®2lCfctf£^^;*2 0 0©M^^2 0 5©#t3l. ^AIK*"* 

^f>^^Jc-Xg|J3 0 OOXt-** V*?7.&(Dym\%, 0 
. y sK-Sr-S/avy :* Mzy b77^ : 0 OMzyh) 
[0 12 6] 

•?/iv$xfmvn v> k&^^u >f >*7x-x«Jtc^ (s i o i ) -r^o 
y >r > # 7 ac -*3p«> -5 s ;* ©wsm ^ y ic*f it77^f y STf- ^ 

;i/0i*ffiLav> KSriiM (S 1 0 2) IT, 7 /Hfly ^T^-"/;i/$:l^ 
SM^'J fr&3teU ffiWSKiaHS (SI 0 3) i"S 0 
[0 12 7] 

7T-f;i/f!iy ^T^-y;n±. ^^^^cDT^-fexnrig^wais^^y. 
3>'J^h^, #if-^7 7-f;i/^f>f i/^b'JfltST-7*;i/tfey, M 

;Ltf01 7lC^-f <fce>lC. f^V^h'J, 7 7>f^ * # tf^fl&tftt £ 
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[0 12 8] 

(SI 0 4) ^-^OMCS^^TUtf^-S/a^y Y<DM& 

i&vmm&mft (s i o 5) u y^-s/avy^hoty h3^>K£. u 
^-i/a>y^ h&^y >f >*7x-;*tc2H3 (s i o 6) 1- 

Iran, y^h^tvhan*^ ^f^7*e»©3>f>yfi»a}bfia*, 

[0 12 9] 

ysK^r-2/a>y ^ hft±v hnvv Kfc, y */g >y ;* h&WfliaJ^ 

(S10 7) tSfc, *^y >f >#:7x — *H:, 7,^— #X \sV7.%<J)\f. 
j;-77^fcl (tf^-) tC-feyb (SI 0 8) U 'J^-i/H>UXh0tj( 
SE^x y a: (ICV).4jJt«Ki c v_r 1 (S 1 0 

9) -r*. 

[0 13 0] 

■ y2j?^r-s/3>y^Kz>3cfit^3iy^ffl©gsc*^xy^4i -(icv) £*£iiK 

icv.rlHu ^ft-rVW *WJCfclft3*lfcy ^-i/3>'Mh (Revocatio 
n List) CD I CViiS:^^-r-2>VX^-^ : MKicv_rli:, y sK^r — */a > y * _ 

h (Revocation List) © I C VttS:^*i"S^r©*lJHiii : IVicv_rl£ % y jj? 
^r-S/a>y^h©Mttfll«*K:'^**i6y3K^-S/a>y^h • A-^3> ( 
Version) Jc2£r5v*T£fft-r*. ^#»JC». **fxy^« (ICV) £j$0t 

Kicv_rl=DES (E, MKicv_rl, Version" I V icv_rl) IC^-^T^ 
J&atiS,, 5£©Sl*ttU 7t-S?a> (Version) £:&J8Ht (IV icv rl) 
HafOlCV^^-^ : MKicv_rUCj:SDE S^E- KT©lfc^flSffl#i£:2lfT "f 6 

[0131] 
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mz*^v*y* 7 JL- x&g.f&Lfcukm?' *v VW. (i cv) £j&giK i c 

v_r 1 Zm^TVtff-Z/ByV X h(D I CV $:4^U ftoVtiVr-i/a 

hftlC&MSaxfclElAM CVtOl^l (I CV =ICV?) S:^ 
ff ( s l l o ) i-& 0 ICV tf>£f£#igkiu i«x&(Z>® l 4 T*M!bfcD 

) &mmK i c v_r i zmmLt=.#miz&-o>Tft£>ft2>o 

[0 13 2] 

ICV =1 CVT'*5i^ (Sill T*Y e s ) V >tf>r— >3>U:* h 
tc-fey h (S 1 1 2) U/K^r-^H^U^hli^^U-f^^^i-xi^© 

^tu (Wx-iz*:£V33 21 (S4#M) ) jc«»;**k #ga.tf, sffMii 

3 0 6 tfigg^JglS 2 0 5 (EI2#M) ^?>^f^7^l3v>K?:SftSi:t 

> V <D n y 9- y V £. <D -tfMft £ ti £ . 
[0 13 3] 

[0134] 

Ell 6©-7n-tf)ffclE$:gstf <£><, ICV • ICVtfeSi^ (Sill T*N 
o) it. Vtf>r-*/a>Vx Mcafc®&U£¥!J5£2*u 'J^bCfMiiillcid 
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[0135] ; 

i (SI 14) U ^-77^0t*ofcrt?:^ (SI 15) fcbTU 
^-^3>y^ht>y h75yi:M (S 1 1 6) ^#2*x£ U jtf^- 

[0 13 6] 

-f T^il^^C||^fTi•-5^t ^ SiC■OV^T|^i^•r-5o tu*£Lfc<J: IC* -5 s -f Tick*, 

fr£5tirr£#! ! 3l£l^fTU if^f^7* ? 'J^-i/a>n McyxhTf 

tbt, ;* ^-f TlC&^JxfcT^ -feXfFnr^-^^^^B P T (Block Perm 
iss ion Table) £ ;* *E y >f > % V m-X y h U B P T &#f$ b * =E U T 
? -fe ^ £ pT IB £ "T & H f? -t Z> . 

[0 13 7] 

[0 13 8] 

018, @1 9 Klfc^Tt^WC^lCfcttS^W 7. 2 0 0 CDMW3P2 0 5 
<DMm, *WC*^ U ^>#:7x-;*^3 0 0©^3S£^bTV^ o §7D-i 
*Wj&T*, ^^U >f ^ac-;*SP3 0 O07xf-^7l/^?Otltt trs? 
-75^: 0 (*§#) , ^f-f71^77^: 0 (&$&) , ^f^71ty h 
0 (Tfc-feyh) <DVtmT*2b2>o 
[0139] 
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nt5 (S20D. Tmmit^toWifeznfc*?* rmmzm^<mm 

<<yZ7 3L-7slZ&mir2> (S 2 0 2) c 
[0 14 0] 

^=E'H>^7x-^tl HTO^©^f^7 1II=iv>K5:S<l (S2 
0 3) -TSi:. 1/ * ©lfS?-:79 1 (bfs;-) JC»3£l/ (S 

2 0 4) „ *-r>f T 1 \zM\sX*t4 7 1 ©Hjgrj^- (ID) ©i^ffilav^F 
(S 2 0 5) U (S 2 0 6) t*. Silfc^f>f T 1 O 

r i©uxhfc©ifc«fla^&^fT (S207) -r* 0 u^->>a>vxhii 

[0141] 

D^-^i--g> I D#U ;* h4HC#£L& fro I£it*^>f 7 1 

ttu tf-tttmt'rj txiz&<. mmz.mm~*iffi&*T4 tt* (s 

2 0 8C^^TNo) U Xf-3!Xl/^^©^f^71fi77^5:l 
$&) IC-fer^/ h (S 2 0 9) U tf^-:7^y&0 mm iCiry h (S 2 1 0) 
tS. S-fgl D£-£fc"t«5 I D*«U>K^r-S/a>UX hH»tc&ofc»-& (S2 0 

[0 14 2] 

(S2 1 2) ©ft, ^-r-f T79^J»&«[S8bT^«J (7??: 1) T*&&*§ 
^ (S213T'Yes) iCCDJ^Sfc^T U (79^ : 0) T?&**-£ ( 
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S213T'No) tt, ^S&^T-rSo 
[0 14 3] 

^TObnv^KSr^^'J'f y*?3L-xKmm (S 2 2 l) u ^^U'f^ 

5^f^7i icjUM (s 2 2 2) u 77>f ^/fsy^r-r— ^fe^^-f r i ^ 

6£teU ffiimiUC&fg (S 2 2 3) ts. 
[0 14 4] 

(S 2 2 4) -TSi:, -^-^OWCS^T^D y * • ^-^yJ/H> • 
(BPT) CD«i*ffib«l3aS:H^f (S 2 2 5) U BPT ©."fe >y h37 
>F£> BPT§:^t , J'f >^7i-X iCgSI'fg (S 2 2 6) tS. B PT0t 4 V 
h#t-3ltt. B PT#;t^T?&£^£-lC©#^T£*U B PTj^-fey h£*l£fc, 
^^y^e*©^^^***^^^ n>^>^^S©^ BPTM 

[0 14 5] 

y ^ • >r?-^ >yi/a> • -T- — zf)V (BPT) ©-fey hn~?y F£, BPT 

e>£<3 (S 2 2 7) -r££, ^ y-< >*yai-*&. x-f—zxu 

VT.ZmMV-V'yf&X (fcTS?-) iC-fey h (S2 2 8) U BPT©3fe^ 
x'y^ffl©*Ifx«)/^i ( I CV) &f&mK i c v_b p t &£f£ (S 2 2 9 
) tS. 

[0 14 6] 

B PT©3fcg^:ny ^©afc^a:*/^ ( I CV) £f&^K i c v_b p t 
te, ^&>T/U XfolZ&fflZftt=.B PT© I CViMt57^^-i : MK 
icv_bpt£, B PT© I C V||££j&-t£Bftf>&J8)Ht : IVicv_bpth % *"r4T 

i Dicgo-^x^-rs,, *#iftic&, (icv) mki c 

v_bpt=DES ( E , MKicv_bpt, ^f-f 7 1 I D " I V icv_bpt) lC^t5v> 
T^«S*lS. ^©St*«> ^f>f71 IDitIi (IVicv_b P t) ©#fffil& 
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[0 14 7] 

fclC*^:VJ>$7 a:-^tt^Ufe*St^x^ (I CV) £f&^K i c 

v_bpt$:fl§V^BPT(Z)ICV' ^#)B P T|^lC|&^$tlfeiEL VM 

CVffiilODM^S (ICV =ICV?) fc^fr (S 2 3 0) f§„ fcfc, I 
CV fai^Sl 4«lfeDE S=E- Klc^^T, 12JJ*M 

IVbpt^ffiVN, ^Ufc^cm^^^^'fil (ICV) 4^tK i c v>t|:lfl§ 
l,fc® l miZ&-2Tftt>4XZ>. B P T©#f f UTMStlfc I C Vft 

, *5*-f 7 I DS^tf^-dHCH^VxT^StlTfey, ICVCDfxyi'li, 
BPT©^-***©^**©**^'**, ^f>f7@t©E§^BPT, 

[0 14 8] 

ICV* =1 CVT'^Si^ (S23 lt'Yes) H B P T ifi]E*$&* "5 s -f 

(S 2 3 2) «T* 0 I CV * I CVt^St^ (S 2 3 1 T'No) B PT 
S:^T-r€>c J^±©^3®O^TJCJ: y. If $7- 79 ^tt 0 JC-fe >y h (S 2 3 3) 
[0 14 9] 

f§ (S 2 3 4) U \£*?-7??ifi0 t&ofelt^ft (S 2 3 5T'Yes) 
iHT^f>f71t>)/ b77^^# (S 2 3 6) ~t^ 0 ^#3 tlS ;* -5 s -f 7 1 

-fey h ZtlfcZLt £^-ti, f©fi6©i^!i0i:^5. 
[0150] 

tfctc*? 2 ^ 7 2#7VW;*tC^*£ti£:|g5tf>;*7 r >f 7 2 SttgUMlCo VnT, 0 
2 0, Bf2 1 &m^Tm,m~tZ>o ^f>f7 2 1t 02£M^Ti&f9!L£:J:e>{-C > 
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[0 15 1] 

H2 OCD^vzfS 3 0 l^e>S3 0 4 <D7.^v zflt, * ? 4 7 1 (DUMBM 
iZtSVfZXTVJS 2 0 1 — S 2 0 4 h mUX' $>Z>(DT*Mm 5. 
[0 15 2] 

[0 15 3] 

H2 2 1C, ^jt^Bt-^^^MV^fflS^iaE^ (I SO/ 1 EC 9798-2) <D$mi/ 
->r>x$:m-? 0 H 2 2 tCfc^Tte, &«|^&-S§-#5££ LTDE S &JgV^^£ 

^jt^Bif^^-efe^^fle^^^orig^^So 02 2icasvNT. b 

#64 If^ h<Z>SJfcRb&£/&U R b £ <fc i BCD I D T'$>2> I D (b) &A 
tcStfg^So itl&g-lgbfcAtt, $t£IC6 4 tfy htf>SL!&Ra ££j£U Ra 
, Rb, ID (b) (AflStC. DESOCBC^-Kt'iKablrfflV^f-^?: 
R£#tf:U BlCjg^l^-So a b&, A&J:TfBiZ&m.<Dm&m± S3E 

mT*$>2>„ DE SCDCBC^E- KfcM^fc^K a b «fc SPf^b^SItt, 
DE S&mv^#t3S&CfcV^kjU M3ffi£:R a ^S:^ffi^mS?nU, DESPff 

e i tRb tzmmwmimiL. DEsm^tmiz-is^x. mKahzm^xm 
-fHbu m-%JcE2Zi£f&i,. z biz, Bt#35cE2^iD (b) n zmmwrnm 

fUU DE SRg-iHtg|$&C;£^T. a b ^X m^it UT*^ LfcRf-iflfc E 
3i:iCj:otMf-^ (Token-AB) ££j&i-£„ 
[0 15 4] 

»Sli^l*K:*ttl?rr*ttKa b (MUm X'&^ifr?Z> 0 %m7- * (D^lt^m 

Ral#5„ f^tC. 2 fcfgliE^K a btt#ftl, fC^EUi 

ffilftllSfDU RbS:iS„ S^fC, WP^iCE 3 &ggSE*-Ka bTMIHMfcU 
^<Z)M*£E 2£#Nfclfti&«f[Jb, ID(b)^5„ Z\ o bt# e> *l£ R a , R 



5 0 



ffiSE# 2001-3078072 



J 



#2000—320802 
b, I D(b Rb £J:tfI D(b)#, B b fc%0> £ — gCi" 

[0 1 5 5] 

r^icBii. wiumzmm-t^^y^ny^- (Kses) zsLmz^-oTtam 

f5 0 fit, Rb, Ra, K s e s ©flilC. DE S©C BC^- FT'If^- 
Ka b &JgwrB&-5HtU AlCjg^S. 
[0 15 6] 

$ (D^it^m*. BffltWltHi-e^So ^3 LT*#e>*l£Rb, Ra 
, Ksesfflfi, Rbfci:tfRa#, A#^#Lfc%©h— i^S^fE"^,, 

ufc^tc&, t?j/g>*-Ksesit, fg§E£©»*®te©fc l 

[0 15 7] 
[0 15 8] 

023, ®2 4 iz^m<DfA^ ^t^'r-f rmfcistf zffiKMU. m (-t^ 

[01 59] 

£-f, 7 2=3>bn-^#SUgtRa££j& (S401) U Rafcitf 

gB<5D I DT'^S^f^ T 2 I D SttVM * * ^ U >f > # 7 x- ;*tCj£fg (S 4 
0 2) -T^., ^ft&^M (S4 0 3) Ifcf^U^^'HV^^x-^H ^ 
'f§L/fe^T r -YT2 I D $78843 (IV_ake) ©#tf&|&3S*tHC © 30)^1" <£> 
fgfElg£f£/Sv*#-ii : MK a k e fcjgflJLDE S ^#^3 o XUU 
iKake^i (S4 0 4) fS„ -r/W * ;* *E U >f > # 7 x -X tt 

, £rfclCSL£5:Rb (S4 0 5) U «Jffl£ I V_a u t htRbi:5:ili 

ttSHIfdU UK a k e £JgV^lt-!§"ffcU Rt^E 1 ^^TBf#^C 
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E 1 URa fc&SMfittiraf&U UK a k e ^Xf&^it LTHf#:£E 2 
f&U $e>lC, Bf#^CE 2t^f-f72 I Dfc&SMBftSWftlU ake5: 
M^TBf#ftbTfliH§-:£E 3 ££j$b (S4 0 6), ^Lfc^-^E 1 ||E 2 
I I E 3 Sr^^W 72 n> hn-^lC^IM (S4 0 7) f5„ [||] t 1 -*© 

[01 60] 

dti^SM (S4 0 8) lfc^f^72n>hn-7lt UU 
^Kaketttft (S4 0 9) "TS. 2 tf# 

l£E 1 fcfgfE^Ka k eT?tg#fbU OTffl^^ftfiWi^SfDbatSCR b ' 
„ #UC, Bf-^^CE 2 &§g|E^K a ket«tfU il_E 1 &£HtBftftift 

L Ra' S&lC, l£#:fcE3 &38ffi*6Ka k eTMIMtU -££>^JH£ 

E 2 SrgMBfl&atfSjfDU ^f>f72ID' d 5 LT#£>*l£: R a ' , R 

b' , ^f-f72ID' Ra' feJ:^T^T2 ID' 2>\ ^f>f72 

*«3§l#Ufe%©i:— «-r*^*SE (S410, S411) f5o '(A&iElCjio 

wT2iD' mm?-* £^—&X'&^fe£m*. msMUtfikiik (S4i 

[0161] 

^(C^f-f72n>hl3-7li, >^r- (K s e s 

) £ bT0£UBt?:£j& (S 4 12) 1-£ 0 7jMC, 02 4 0Xf«y^S4 2 1 IC£ 
V\T> Ra, Rb, KsesOjlRtC D E S©C B C=E - Kt^lEiK a k e 

m^xm^itv. **^v -<y* y^-xizmm (S4 2 2) ts. 

[0 16 2] 

rtl&^'fs (S4 23) bfcT^X^^'MV^?!-^^ ^fi^-* £ 
fgtE^Ka kem (S4 24) "T^o 5 L/T#6tlfeR a " , Rb", K 

s e s(Dft. Ra" feit/Rb" v^-f X#SHS b £ -git-re fr&IE 

, (S 4 2 5, S 4 2 6) t5„ r (Z)&£E&Cjio -r/W * tt^-r 725: 

lE^ft*;©*: LTfgffi (S4 2 7) 5lvUC*B#$:fg!IL£:^Cki:, -fe y */ 

3>3f-K s e s (S 4 2 9) mU&(Dm&m.m<D&&V>&M^£ b 
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5|gI£#3cBfc (S4 2 8) bfe=fo©i:L. -eo^O^-^afiSrtflhl-So 
[0 16 3] 

02OICM»J. ^^>f T2(3!)^^tSiCoV^T^^$:^^-5o ^f^^S3 0 

tE*^^b^Zli:^5S^$tl§i:. fflS^H^SI^lC^lgbfe^T 1 ^ T2©I D 
©ElC-fe-/ ^$tlTV^sy ^-t/a>U^ h*<DU7j<-^ (#f=|g0 *?jy 

2<Dv*h£<DitMim&%:mff (S3 07) -r-5 0 

[0164] 

Sill Di:-^-r^ I DtfUXh^lC^Lfc^o ^f-f7 2 

3 0 8lCJ3VNTNo) U Xf-^^U^^CD^r-f 72^77^1 
$0 ICir-zh (S 3 0 9) U ^P-zr^VZO (##) iCiry h (S3 10) 
I D il-ttS I DjbfJ ^-i/ h > U X h *lCfeo fef ^ (S3 0 
8tCfc^TYe s) teu if^f>f 72 tt'J /K-^ti^r-f 7t'fe 'J, 

3 1 OT'^P-y^tf*: 0 fC-fe y h LT*M&^T-r S„ 

[0 16 5] 

— WS»> *t-v7S 3 1 1 Xf-^Xi*ail3Y>K$: 

(S3 12) <D&. ^f^777^iMtt^ (7^: 1) T&S^ 
(S3 1 3 T'Y e s) {C©»«ISS:^L, M%J (7^? : 0) ( 
S3 13T*No) te, ^3®$:^T-r-5„ 
[0 16 6] 

;V^{Hln7> KSr^^U >f>* :7 :i:-;UCi£# (S 3 2 1) U * ^ U >f > 

7 2lCj£fg (S 3 2 2) U 77^fMyaTf-^M^f-f 72*» 
f)ffb, MTOJC^fg (S 3 2 3) i-§„ 
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[0167] 

;t/&£fl (S 3 2 4) ^-^WCg^^T^ny ? • /\°- ' >y i/a> • 

(BPT) (S 3 2 5) U BPT0tyh3? 

> B PT&^^E'M >$-7zi-*lzm<S (S3 2 6) t5 0 BPT0t>y 

[0168] 

Zfu - A — ^ »;i/a> - 5=— (B P T) (Dlzy K=3V> BPT 
SMW^etf (S 3 2 7) "TSil, ^^'J >f 7 a: ^f-^l/ 
VTsZWV-Vyy*. 1 (t^S?-) IC-feyh (S 3 2 8) U BPTtf>3fc®^ 

my >?m<D&m?-3Lvtm a cv) MiK i c v_b P t (s 3 2 9 

) tSo 

[0169] 

B PTCD*tfx7 ^M^eSC^my ^ffi (I CV) £f£iiKi c v^b p t 
Wu ^»^/W*l*K:*tt3*lfcB PTCDI CVli&^-rSV^^-^ : MK 
icv_bpt£ % B PT0 I C Vfc&£j£"t*l$©*J3H'f!l : IVicv_b P tii, *"t4 7 
2 I DfC»^VAT^-t-&o ^ttttJCtt, (ICV) »Ki 

cv_bpt=DES (E, MKicv_bpt, • r-f 72 I D' IV icv_bpt) \Z^-5 
V^£j&£*l5„ ^©S^te, ^f^72IDt|!Jli (IVicv_bpt) ©tints 
f&3g5ftUCVX#-it : MKicv_bptlC.£3DE S^E- ^ X (D^mt^M^m^ 

[0 17 0] 

tfac^U-f ^^x-^tt^fftLfe&S^xy^te (I CV) £J&^K i c 
v_bpt£: I VbptfcJ^TB PT(5 I C V* ££f£U B P T t*3lC*&*fi£ tl 
fclEl^ I CVte£©flB-£*L3I (ICV = ICV?) ZMft (S 3 3 0) 

. icv* (D^mmmit. m^ami 4xm.wvt~DE s^- 
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T, Wmmi Vbpt&MW ^ffcLfcBfcm^x-/^ (ICV) MKicv. 

hpt%mmistc#imz&^Tft£>frz> 0 BPT©#ftii:bT^$*i 

fclCVte, ^t^T 2 I D3:^*^-*K:a£-3v>T£j£3*lTa3»K ICV© 
^a:y*&, B PT<DT-#&n,<Dtite(D&teb-f. TH^GDIE^&B P 

[0 17 1] 

ICV =ICVt'S5i^ (S331t'Yes) ft, B P T#IE^&;* *r4 

ic#flg^rig^^ic-fe v h U ^f-f72t-yh77^5:l ("fe v V ) lc-fe y h 
(S 3 3 2) I CV* * I CVT'feSi^ (S 3 3 1 t'No) B PT 

zmr-rz. j^±©^s©^TiCcky, ^-75^ioictvh (S333) 

[0 17 2] 

# (S 3 3 4) U W-7^71fi0 h^-of-Z. fcfe^ff (S 3 3 5T'Ye s) 
ttt^r>f72t>)/ h77^*$:§# (S 3 3 6) -TS„ *l£ *^>f T 2 

•fey hSftfcdii&^'t-l, •€-©te©»&H:0 fcj&&„ 
[0 17 3] 

5„ f-3!77>f ;WCte, Bif-^f©3>f^f-?7T'f 

;K S&tct&jSLfeU aK-?r-*/a hti'S'^tiS. 02 5 IC^tf 7D-li, 

ftfiM^lK ^S^^'J Ur-fTU ^f^72) <^"f flfrfclfcJHSftfcS 5 

[0 17 4] 
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T-t&lz* $TFUX (S (1) ~S (k) ) £Jfc# (S 5 0 1) U ^^'J 
4y* 7x-^i:H#bfcti'^S (i) Ml37> K&M&i2HB (S5 0 
2, S 5 0 3) f5„ ^^'J'fV^?!-^!! iZ?#S (i) i^ffilnv^ 

K^f (S 5 0 4) tst, if*;- y^iTiii (tfs?-) icis (S 5 0 5) 

U ^-fe*#S (i) *^^S^^U7b\ ^^=E'Jtfe5^l:fl^ (S5 0 6 
) U ^^^Ut^S^t ^f-f7 1^f'fT2©t^h77^1 ( 
TttmmzMv bZtlT^&ZHZm-t) T*&£fr£¥05£ (S 5 0 7) L 

(BPT) £#MLT, B P T-ff^mfrtHlsMMVSb&lz 9 # S (i) 5:i*{f}b 
m~*!l&m-7Uv ? tLTWLfeLT^ZfrZWfe (S 5 0 8) f.So BPTlCg^ 

Soffit" (S 5 0 9) „ 
[0 17 5] 

<D'r-*-V$>$>m'&&. Xf7^S 5 0 7, S5 0 8tt^^>y^t5„ 

S 5 0 7, S508©fl^Not'*Si^ 1"&;fo*>-fe##S (i) Mb 

fc^ f-f 7©t 7 7 ^ 1 Sfcte, BPTtC-fe*#S (i) <D 

^*ffiL/fl : '^^^l2^stlTv^^v^#^•^c^ J*-ry :7°S 5 1 3 tCjt#, i*aib 

[0176] 

^f i y7'S 5 0 6~S 5 0 8©W^^n y ^iCfc^T, #fJiz##S (i) <D 

S 5 1 0) 3*1, g&yfTEjtWfcbfc (S 5 1 1) ifc&fltSb, 8S#fflUfc# 
77^^1 (Jfc:*) Kl-fey h I/, «#fflb*g*&/ty 7 7tCfe»!f (S 5 1 2) L 

. w-7^tnto mm) izmfe (ss 1 3) -rs. ^utiiEic^b^^ 

i*ffib^77^&0 (3clfc) ICfg^ (S5 13) bt^i5:^7t^. 
[0 17 7] 
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fflfflm*. 515-S52 OlCfcV^T, A > $7 

X&T.T-tXZWz&ftlsT. hf^-7^^^0(D^^CfeV^T, mfr&^l&ty 
7 =5 if ft 1 T'&£ Z. ti ITi^SUlf- ^$:;t7 77*^t»JJfibT« 

[0 17 8] 

5. @2 6 iC^-t^D-tt. ftgjS^^U. fl-fiM^U (^f-fyi, ^f>f72 

So 

[0179] 

#£D (1) ~D (k) ttS 0 Mt^tt, ^{:#f-^D (i) <Dm%&&-£ 

^ ^ S (i) £^3£LT, *=EU>f >#:7:n->UClZ?# S (i) 
>Kh. ^-^D (i) ^MB^j^M (S 6 0 2-S 604) 

7 S (i) S^j&ifca'^ K&Ste (S 6 0 5) fcf^ 

-7:7^$: 1 lC|g^ (S 6 0 6) U ^g-fe*# S (i) tfftB** 

u*\ ^^'Jtfes*^^ (S 6 0 7) u ^3M i ey-e&<g>^-S-&, :* 

ZL^&^f) ^abS^&WJt (S 6 0 8) U iz V V 7 =7 7ft 1 T»S>S«-&lCW: 

, Sf>i:7*n«y^;\-^'yi/3>-f-7*;i/ (bpt) ^tibt, bpt^i 

Sfr&Wt (S 6 0 9) tS„ B PT{C*^ji*ffor^D <y *©fl8j£#&&»«& 
IZlt. 1z?*iZttfaLTmj£-tZ>MVtSjEW^$:&&. (S 6 1 0) U -fe * # S 
(i) Ic-^-^D (i) £m i )fSiE&^*:W^7ig:UZmn&fr> ##&*/£3> 
7^^2:1 (^) tCiryhU W-7??&0 mm) izWife (S6 14) 
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[0 1 8 0] 

Xf7^S 6 0 8, S 6 o stix^ry^-r^o 

^f>y^S 6 0 8, S 6 0 9«D^Not'fe5i^ -r&fc>*> * -5V T©-fe y 
h 77^1T'*V^, BPTlC-fe**S (i) ©S^&^fF"^^ 

J&ZtlT^te^m&lZiZ^ j*^*/ -7°S 6 1 3 izMfr* - £ Lift 

[0 18 1] 

tf^tt> ^r«^S6 1 6~S6 2 0lCfc^T, ^ ^ U >f 7 a:- 

yr^frmv^TT-^nwD^mmmzmfi (S6 2i) u jsarbfe 77^/1/ 
mv^TTr-zrjvzmffin^y Fnn&izt^vjyjty^-Kizmm (s 6 2 

«£&»#t.3S£|£fT (S 6 2 3) -r^o 
[0 1 8 2] 

>fh (DES©f^) ^fc&l 6 A>f h (h'J^DES (Triple-DES©^) 



5 8 
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J* -T- A £ o <fc -5 & ^ ;* t- A © ^ £ 7 r >f ;i/ is 7. A S ft {C ^ ^ 3E 5: & 
[0183] 

-fedfn. 'J-r-f (E7#fig) GDt£lC#|ittf> J*tr-f T© 1 ~?U y 9%>1z. *) © 

IlilL/TjiM-rS (08#M) „ S7lC^bfc-fe^Pn.y •^W^^^cfWK c_Enc 
ryptedO~K c_Encrypted3 1 # 3 20©f##fI;§iK c [Encry 

pted] ^ti^tioUK c^Bf^fb$tiTI&MStiTv>^z:t$:^'ro 

© ttft © H © * "fe * * © 7 n y * ft & fi IC <fc o T tt 5: U T -fe ^ # *f IS © 
«P #ft§i £ bt ffl v^ 6 £ b 
[0184] 

2 7 (a) 0D-fe^rLU5 L 'l' "Sy #IC&> Kc (0) ~K c (M- 1 ) *t©Mi 

© i c v#fc»s*iTv*£„ 

[0185] 

z.(nMm<D^yryv*-\Z* Mi«0 2 7 (b) izm~t <k -5 ic 

@27 (b) iz7Ts?£oiz^-#&mMmtf7uy vmmzftmizft. &?uv 
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Uy 9<D1z9 * OiZfeffl-f&T-ZCDm^ik^il^Ti&mL. UK c ( s ) 
*=eV(Z>&-7Uy 9<D-Z>r 2 s \z&m-t&'r-Z<D^ J %tt>^}l-?Z>o £*>IC ftt 
Kc (M-l) ^^'JC^Oy ?©-fei?#M- 1 JC^-tS^-^©^^ 

[0 18 6] 

ic<k»mm-r-# (ex. ziy^-yv) <d^=l e>*i£o -r&*>*> 

^ & z n itt «rig -e & £ *^ & -5 o 

[0 18 7] 

z>isytf)VDEs-t)mm£nz>o ^>^de s-ew:fc<, wp#flsjc2-3 

«±©iS:^t5hy^DES (Triple DES) LfcRir 
[0 18 8] 

h'J^l/DES (Triple DES) <Z)#IH3iJEft#!f&B 2 8 IC:^„ 02 8 (a 
) , (b) lZm~?£5lZhV ^il/DE S (Triple DES) £ LT<D#f&&Ct±, 
^^lC^T©«fce>^2o©M^<5M^^-5o 02 8 (a) te, 2o0|f 

, $ e>fciii iz£&m^it&m<DMiz#m : &fto<, mt* kk k2, ki©m§ 

iZ2mmm^Z>o 02 8 (b) &3o©Bf^lt£ffiV>fcM£;^4j©T*&»;. ftt 

1 izk&m^mm. mzizzzmmtum* •£bizm3iz&z>m^rikmm<DM 
iz^m^n^smt.^m^itmm^n miz> ki, k2, Kzomizswm. 

D E S \Z&M LT-fe ^a. U t- £ l"LL21± 5 £ £ #«rtgT*& S . 

[0 18 9] 

02 9i:, *=ev iz&m-t *mzm&z> z-DOBg-^moi^r 
zmmisT h v7?vDEsiz&&m^t® ! m$:fite-DfrMi8.Mz^~? 0 02 9 &c 
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7jki-£5lZ, &-7Uy?<D1z2# 01$, HKc (0) HKc (1) ®2o©i5; 
m^T hV7)VDE Sm^4k*fi&i<\ -fe**stt, |Kc (s) £Kc (s + 

c (M-l) i:Kc (0) <D2o<Z)^$:jg^T h U SfflHHfc&frfc'i. 

/\^^lC«tt"ra«l»tt, Mltfey, 027 (a) T*mLt=.m 

[0 19 0] 

o<Z>^£JB^T h U^DE SlM<ffc£?T&o 03 OlCj^-T,}:? 

IC, *<Diz*# 0 1 iKc (0) ilKc (1) ©2o0i 

£JSV*T h'J^;i/DE SBf-iffli&fT&V^ t^2 si:t^^ 2 s + lli itK 
c (2s) hKc (2 s + 1) CD 2otf>H£JSV^ hU^l/DE S H^ft &4t& 
-fe^#M-2 £-fe*#M- 1 ^Kc (M-2) £Kc (M-l) <Z> 2 o 

m^itmm * mm *? z> z. t xm^it n -t * * r=. \tm.^r u ± x owmmM * «r 

[0 19 1] 

02 7, 02 9, 0 3 OlC^-rM^ffilC*), 'vy #lC^ffcit£*&MU 

uti^£> mm. u &«t ffi ^ t -fe * # &o>m^{t z mnt z> mm t. b t izm « &m 
j*#nftBT?&s. M^ii> 027, 29, 3 0 at fcraRcDtt&^y 

<M) 0 £-te*# s ttlDiT'P|fftt5^©mi: bTfccfc^ 

. *fe»«r*ss:s:L (l>m) nhx. *zniz±<mtez>mm<Dm j £y 

M:J:Sh'J^I/DES5:jiftSMi:bt : fe)<J:K 
[0 19 2] 

it ? % mfro&m?- * v 2 m ( 1 c v ) (Dummmi 

. -ttzmGKD&mr^ytm (icv) ©#fln*tffctc^TSii» , **5. 
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[0 19 3] 

[0 19 4] 
[0 19 5] 
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[0 19 6] 

fcfc. I CV£fif;&tJ-t<5^b&V^£ % ■fe^a'Jr^ / \7^' (Secu 

rity Header) {CfBSzS LTJi5ti-£o Zl©^tj£lCoV%T 0 7 <Z)-fe dfa. U -r^f 
***gj&©M4nc^bfc«fce>lC. t^aVf^^>f>0ICV75^ (IC 

V Flag) "^D y & P$(D1Z & (32-fe##) #0)7 ^ ^ ^ □ y V P*3 
<Z)#-fe?#© I CVtffln • ##}&HS:^i-c M^-«0 : 1 : ICV* 

[0 19 7] 

$<D'r-*mmm£7t-Bk&Mj8,*:m3 1 {C^-r„ 03 l (a) CDJ:e)lC 

ny*#M«K:#«UTl&tt3*i*. (b) iZB-t£?>lz, ZUt^rtA 
7.0^-7 7^ J^V^'rhXLii^X^r-^ (ex. ny^yy) HLTW&&M*>tl 
S^A«5 1 2&£VUi 1 0 2 4 hCD^-^ftffflftJi:, 7 T>f ;i/^x^Afc 
<fcoTtt^*3(?>n^VNE CC (Error Correction Code) ^0><ft3S£IM Lfc 
Tt^gP £ IZ J; o T#J&3 *l S o 
[0 19 8] 

3©5t*^©^*&Mx.fc£l 6/U K 3b£v^;i:2 o;H l>tf>^#)&#> £>*i£. 

(ns/^y) tt##y&«C;^Ttt3fc»8t£>J&:v*. —Biz, 

%£kmz&mtzfr2>Ecc&. 7tM^±^mm^-r. n^mz^mmm^ ( 

V ^#^E-r<5o r©U*f-y^&c#1**#<Dt»^:iiy^ (I 
CV) £*&$|-f3 0 

[0 19 9] 

TCSSBK: I CV^ISiL/fei^(7)f;HX©7 7'f Jli/*T^izj:Z>7 : -$m 

ommmmiz. @3i (c) ic^-tj:e>ic. mmz^-* nbxmm-t&^cofc: 
tttf&mz tit-?- *®<Dm&*:tft£o <Dfr<D'&5&<D'r- zmffi&mtmi&vm 

[0 2 0 0] 
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[0 2 0 1] 

[ * 7 s r i* © is9i J: & n > > v m&u&tim] 

a.i;^-f ^vfiztt^ -fe^^*f/^(Z)^p#^i: bT©^fS[©3>^>^^- (Kc 

_Encryptedxx) , & &T$ni/^-Z/V=f- y (Ki c v_Encrypted) 

[0 2 0 2] 

Z.ft*><Dm<Dm^fc<D 1 oGDM^tt, f fef/^X©^ ^ 'J >^ 7 i-X® 
^^Vm3 2 1 (H4#fig) iC^^tlT^SSESI^Kd i s t {C«fc o THg-iHt 

It^itSM^feS. #J;U£, K c Encrypted 0 = E n c (Kdist, 

Kc (0) ) X'&Zo Enc (a, b) tt, b & a Tlt-^ft L tz.^- Z 

t^SZlh^to ^tl^tlCD^Sr^A-f^^SBjilitKd i s t £ 

[0 2 0 3] 

T*^r4 7 2lC*&M-r&3>^>yicre-r£n>^>y3r-, I CV£j&§g&Hg 
[0 2 04] 

^f-f72«#|Kstolt 02 JC^LfcJ: ^IC^^W 7 2, 23 OO^f 
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^723>hn-72 3 1 ©pggM^U 2 3 5 iZ&fflZfrT V^o tot, 
^7 2§#iK s t o §:ML^=i>^>^= 3 p-, I C V&J*«©fl@F#'fb*i3. 

WT2©3>^>^fUffllCf^L/> n>^>^/df-, ICV^i^m 

it. m^mm*m??zz.£&i&^:£tez>° ^wn? 1 - $mmgkmiz&^Ti* 

. zm£>&CBC (Cipher Block Chaining) ^E— 3. *: ^nffb*: b 

[0 2 0 5] 

S3 zizcBc^-Fiz&vzmcom^itmmmi&zm-** z-om^itrnmi* 

, T 2 ©Bt-^^LaSP 2 3 6 (02» ICfcV^llff S ft& 0 PTO^^U 

2 3 5 iC^MStl^^^fiil V_keys*:, n 1/t>V ^ V ^i4^8lK i c v 
_cont*:©#Mffii&3lf&£^T U fffl^*^f>f720W : E'J 2 3 5 
3j&2*lfc##liK s t o $:I«bfcDE SVg^tZftte^ f©^$:Ki c v 
_cont Encrypted*: VT^V tfiZ&$iirZ> 0 £ «b IC, K i c v_cont Encrypted*: 
, "fe** (0) {C*fjS-rS-fe^^*f0=3>^>^^r-Kc (0) *: ©SMfit&SfH 
£Hf?U ^©fSglllS:;*^ T2©P^BP^ ; EU 2 3 5 IC&M£ *l£&#ilK s t 
o SSfflbtDE SHf-SHt^T&V^ ffflM?:Kc ( 0 ) Encrypted*: LX ^ 
V tflZ&ffl^Z 1 O^Ht-^fbn^^^^^r-^-rSo ££IC, Kc (0) Encryp 

ted*:, (l) i:MtSt^^M3>f>^n-Kc (1) ho^flfi 

f©igI^Kc (1) Encrypted*: f5„ J£AT> ZLftbOmmZWk*) ML 
[0 2 0 6] 

H3 3 iccbc^e- Kicfe^sn©^#«ia«i^$:^-ro 

tt, ^^-f T 2 ©Bt^SaiS 2 3 6 (®2#M) iCfcV^H^ *l£o £ i\ K 
c (0) EncryptedlC*fLT, ^f-f 72©^^^'; 2 3 5(C^»$^t§# 

s t o zmmvfeDE su^mMZftft^* ^cDU^ft^t^v 235c 

v_keys*:^ftBi^sfti-ts^i:ic<fc (0) lC*ffS 
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tSti'^^n^f^^Jp-Kc (0) #ffi;fr3*l-5o ££>IC Kc ( 1 ) En 
crypted^MUT, «#iK s t o 5:j|ffibfcD E S^il?:^^. 
S^>f^^-Kc (0) Encrypted tmi&WiMft-? 2> Z\ HiZ & V> * 
(1) lzMfo-tZ1Z?2ttmnyT>y*r-Kc (1) ^ffi^jStlSc Z. 

^-fit^fifc^ (K i c v Encrypted) lZ^^X&Mm<D#!>mii z &m'ZSffiT*2bV. 

Vg^ikZtlt-^yT^V&'g.T'^V tm&f&m (K i c v_Encrypted) frP>=i 

(Kiev) ©£f£#RrfgT*&&„ 

[0 2 0 7] 

Jlj&(D1z? ttttfonzs^yyir-K c (xx) ^felizi>^>^^C^i^^ 
<S£f£# (Kiev) ©Ht-^-ffc, ^gtStt. #<©t§-£\ ^f-f72?:iit 

5. '&^2ftt=.m (ex. 3>r> v ;*-Kc (xx) ) fcr^^^f-fT 
2 IfflJCfeV^TKSI-r ffiSS3IBHc£jfckfcizyS/s>*-Ks e s T' 
BffHHfcStlS. iCD-feyS/a^^-KsesCifilffft, tt#&Ja%CBC=E 

[0 2 0 8] 

03 4 tC^7=W 7 2iCfcV>T, t^rnUr-f^^ ^lC«|ftS tlfclt&D E S- 
^LTDE S-CBC^- KT?«F#ft*S&a#^&wi\ H3 4©_L«fci:, @ 
^y^-fcWM&DE Stt-^SPJCAALT^^-f 720«#iK s t o 

[0 2 0 9] 
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3>*-K s e s ZmmVt-DE S-CBC^E- RT*©lt#fl:#I.3l£li*Ti-<5o 
•e©^e>tlfeSEO~SEM-l :Kc ( 0 ) Encrypted~K c (M-l)E 
ncryptedS:^A>r^lCjifg^-So f^-f^ftt, bfcf-^^JKc (0) 
Encrypted~Kc (M-l) EncryptedlCO^T, ^T^72t ©ffiSfSSENFlC^fc 
J&Lfe-fey ^>3 >3f-K s e s 5: JIM L/T, @33 HmM<DDE S-CBC^E- 

^oy^vm^mn-t^z.h\z^ y zi^^y^r-K (c) 

3>^> % yHJc^^^/^'fii^^ (K i c v Encrypted) tCoV>TfcHi*§l 

[02 10] 

[0 2 1 1 ] 

S7 0 1) . z:©^^^ m^(Dm2 5(Dyy^( jvm^mv^Mya-iz^-otc. 

^/Sr^-^y^ >*7x-^tCSI^i (S 7 0 2)'-rs. 
[0 2 12] 

^'J 7i-Xl±A7^t7 h=r v> K&^fg (S 7 0 3) -TSi:, if 

^-75^1 (fcfS?-) fC-feyh (S 7 0 4) U ^^^©^C^x^^-fjl ( 
I CV) Z&iM. (S 7 0 5) i"S 0 /\-/#*0D I CV^xy flclCBIl 4 £JS 

V^MLfc I CV^^ailCfeVNT, -fe^fa. 'Jr-f x y ^fEfit^^^K i c 
v_shi:, #J8HtI V s hfciSJiUT^y ^fll^-^fcA^LT I CV 
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[0 2 13] 

^UtCJ: y^\y #&W.tel>£.W%. (S 7 0 6) /v^^W^^UjK 
^T-i/a>U^ h • /t-S?a>#0T*JB:H;fr#f-*y * (S 7 0 7) StlSo m 

U x h £ £ L £ ^fr^TtE £ ir Z> . 
[0 2 14] 

y 5/ 3 > y x h • A- i? a 0 y 3^^r- 3 > y ^ h £# 

m?&&M1$te^<D'Z:Xv : -y-7S 7 l oicjitfo /t-sza >##0T?&3i:#W: 
. h3*iTV*<5y sK$--$/a>y X ^\ y #(DJi — a > <J: y < 

&V^£^:ny? (S 7 0 8) L/, -£v^-£-&. S713lCii^, ^yflzyh 
mtyV^yZiO (NG) lCtg^LT«T.38^:^T-t<5o t >y hSUTV^^y^- 
> a > y 7. V tf^ »y #(DA— S>* 3 > <}: »J < & ttfltf, Xr^S 7 0 9 ICsi^ 

^t^|^77^^0 (NG) HLTmm*mTirZ>° 
[0 2 15] 

, ^-r^S 7 1 Oii^ ^W#lC^^5VNTBiP#ft^tl,fc3>^>^^-K 
ct, 3>^>y^:c.y ?M£J&HK i c v_cont£^-5ff U 7K>5r — 

^^y >f 7oL-Xlz-ty hTyzfZ.ft. -fey hT^^t T©^* 

tB£ Lfcy a >y X h^fe^o 

[0 2 16] 

t #mzmm'fz>vg^£isT(D&m.(D^yy L yy*-K c (o> ~k c (m- 
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V) ^^.^^^^XDny^yV^-^y ^ffl^HK i c v_cont%flf-^b£*l 
[0 2 17] 

ny^yvCD^^iZ^ciL^^ ^^(Dny^-yvf- x.y ^It^^ltK i c v_ 

con t & ^ l t n > -r > y © 3c®?- ^ y * & Hff-r s mm & y , * , 

n>^> x 3/^r-Kc (0) ~Kc (M-l) t^W^lt^S. 
[0 2 18] 

03 nz^mt^tif^zjy^yy^-K c, av-r-^y^-x «y ^-ftt^j&itK i 
c v_cont(D^«ia^n-$:^-r„ 0 3 7 0#^f y ^"ICO V^T^i" S„ 0 

^a^3 2 o iz&^Tmfrznz* 

[0219] 

g (S80D #ac, ^©mp#-ft;7#-w h^^r^ - -a/ k©« 

5£#0^;frS:¥!jj£ (S 8 0 2) t5„ R|HHb:7tf-Vy h#0T?&S#-&B\ 

3 y t- y v £ft & -fe ? # {c#t3 h t 1 o ©Bt#f tmm £ u ^ - # & »; , 

fflHHfc? it -V »y b#-f 7W-;i/F©Sg^^lT^S^-a-tt, irf*E<Z>02 7 

£J8v^:£&t?&.5^-S-&. y^^rvzfs 8 o 3 test*, -fe^^^ic^^nfeBir 

-*Hbn>-r>y3f- (K c_EncryptedO~31) &&J§rftMlZ-? Z> 0 
[0 2 2 0] 

Xf«y^S 8 0 2-£Bir-*Hb:7#-V»/ h#0"T&£ £¥05t£;ft£^rtt, ^ 
y/S 8 0 4 s\y #<Z>m^ibT )V3 V X&y J -/!/ F&^ccy ^bt 
1 (MJ^VDES) #0 (i/>WES) T^xS^Sr^-r-So £/>£Ol/D 
EST'^SiMt 7xy^S 8 0 5Tfl-3(DHl#ft3yf>y*- (K c_Enc 
ryptedO) (Dfr&m^ttMUlsTttlTL. h'J^l/DEST'$>^ll KtV? 
S S 0 Q-ZWSLO^^ikny^-yV*?- (K c _EncryptedO, 1) &1g-t*f#l £ 
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[0 2 2 1] 

y^T-vfS 8 0 7 ICfcl^T, A'^03>f>7^>f^7>f-^M 
Xf'^S 8 0 8t% ^^UgU3 2 1 (04 #0) lCfe*ft£;ft,fc@B2£^K d 
v_conti:, lj^LhcDzn^^y^f-fc^ft-So 

[02 2 2] 

8 0 9TiMtf-^, -T^t)*., Bt^fczr^^^^^oiy *H£j&ilK i c 
v_conth. lJK±03>f>7^-?:^f>f720^#ilKs t o (CBC^E 
— K) T*^#i-&„ Z<D'&^Mm<Dmmi*. m 3 2, @33, 03 4£Jg^T§fc 

[0 2 2 3] 

^f>y7"S 8 0 9 \Z1SV&*TJT 2.<DU&mz&Z>m j ilrik^y'r>V?-^V 
?ffi£f&gtKi c v_cont£, 1 &,±(Dny^yV^r~Kc(Dm^r^MiZ-D\ t ^X 
03 8 £>^n-$:fflV^^t$3-r£o ^{ftHC^A^ X0> * ^ U 

[0 2 2 4] 

>f >*:7:i:-;*H:, ^#M^^-^K (0) ~K (n-1) (H|f 

^ikny^yyT-^y vm&f&mK i c v_conti:, 1 jgii_h©=r ^p— ) 

*WLfe (S 1 0 0 1 ) U CB C«#«JJBfl;=iV> FS:^f ^72n>hD-7 
IC*I# (SI 003) U ^f>f72 3>hn-7(iIVKeys$:I/^^^i: 
-feyh (S 1 00 5) ffflt, *^E!J >^7i-Xtt, «4t&JB$C&f5 

(S 1 0 04) U ^f-f 7 2 3 > h O - 73i)TO)ltif - ^ K (i) *$tm ( 
S 1 0 0 5) i-£ 0 
[0 2 2 5] 

723>bn-7(t ^MLfc^-J§-*f-^-#K (i) lC*fLT, 
7 2 0«#iK sto&ffl^fcCBC^E- FtC J: £^##IJI £|^T (S 1 
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0 0 7) U ^Stlfcit-r-* (ex. mSL&t 9 #*fJ&=i>-r>y =¥-) £ 
Ifc*§ (S 1 0 0 8) tS. «KK1, ^f-f72n>hD-7{t ^.^T-Zn* 

tt^rfc*Q.Jl£llff U ^-##JK' (i) Ir^Lt, j^JUfc^W *lC3tf§ ( 
S 1 0 0 9) t6„ X^y^S 1 0 0 7~S 1 0 0 9 SfclC^fJB Ufc® 

3 4CDDE S-CBCt- KlC «fc Zj&mizm^^Tmft £*l£o 
[0 2 2 6] 

^-fx©*^ >f y#y^-x&. WH&K' (i) l:^iU -r^T©^- 

DT (S 1 0 1 4) tS. 
[0 2 2 7] 

#J8H» I V_keys£M V ^ ^f>f72 £<Z)*BSigIIB#lc£|& bfet7^3>^- 
Kses$:jifflUTCBC ; E-KT^f ^72^f,giLfeK' (i) £^-S§- ( 
S1010~S1013, SI 0 15) -r^,, ZLO^-SfgLSte, SfclCiifg LfcH 
3 3 0i^t|^i0jilltfe5 o 
[0 2 2 8] 

-Kc, n>T>W**J 9m£&.mK i c v_cont£^-5§-U ^tl^tiOH?: 
[0 2 2 9] 

it^l^fy^feS^r^S 7 10 l:^7tSi:, *T-y^S 7 l ic 
5itf. xfy^S7lim f;U^^'J>f>*7x-^^yif& 

^^-77^5:0 ( S 7 1 4 ) &feir Z> B ny^-yvm^&h 

[0 2 3 0] 
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-f>^7i-XC^fU lfS?-7 9^0 (S716) T'&U. 

^>yh^77^i (f£20 (S7 17) ^«:ofcii:5:Mi:U^©«!: 
3g (03 6) izmti. 

[0 2 3 1] 

f)i*ifii/*fi©3>f>777'fMt^^rKi/7 l (s (i) ~s (k) ) 

[0 2 3 2] 

^^U^ S (i) WL37> K&Sfg (S 7 2 4 

) tst, t^-^yfci (tfs;-) t»g (s 7 2 5) u xm^y^ 

rifii ifipft) ifft6ii:^ft (S 7 2 6) £LTr£x5^y yic#*T-r&o ^ 

tfW&^^&O (NG) ilLTgtSSr^T'r&o. 
[0 2 3 3] 

y*\ MM^ye&sjfr&fiijfe (S 7 2 7) u * 

ItSgt) (S 7 2 8) U t«y h75^1 T^Si^lCii 

, S&IC7*D»>>^;t-§»;S/g>-f-^ (BPT) S:#iLt, BPTtfi 
<frffiL*M&T*&£-fe*# S (i) &»»ffiLflF5f*Mfc:7 r ny * £ LT|g^LTV> 
SA^fHt' (S 7 2 9) f5„ B PTtC^ffiLfpRfyay 

tctt. ^aj**y;fre>»^i2 (S 7 3 0) „ 

[0 2 34] 

©^-^T*$>S^«, Xf77 8 S 7 2 8, S 7 2 9tt7s^>y7*tS. T.'rv'f 
S 7 2 8, S7 2 90H»ot'fe5i^ -t&fc>*>i?^7#S (i) Sr^ib 
f-f 7®t y h 75 ^ 1 "eftV^ ££l±. BPTlC-fe?#S (i) <D 
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s^ffiUff^tfKJtsftT^&v^&K:!*, ^y?s i 3 siesta s^ajL 

[0 2 3 5] 

Xfy^S 7 2 6~S 7 2 9©^0^^n^^lC33V%T, MM^ ? # S (i) <D 

JC*f /S b TIS^ S tit ^ €> ftSSP©!* y fTIE^# Icg^J < gft y IXjE«.3S^Hff ( 
S7 3 1) S*u «ySTlE:flW5&Lfc (S 7 3 2) r££5£fg1-£o #ClC. 

(ICV) K<fc£^3^T*&Sfr£¥(l5£i-&„ 5fclc®3 1 «:JBv*T8M!LfcJ: 
[0 2 3 6] 

I CVJC«fcS&*^:cy *©^**e»St§'&tt, Xf*;^S 7 3 4 ICfeVxT, 
Xff^S 7 1 0(Z)1S[#«t3lK:J:oT#fcn>-5 i > i y^iy ^H^lftfttK i c v 
_conti:, *JJB4II Vc o n t fejaML^CSt^xy^^^-* (is**-?-* 
) &A*bTHl 4&Mv^'TSi9!bfcI CV^«t«S:^fTU ICV 

[0 2 3 7] 

I CV^aiy^fclJ: y*ftjfcl/fc$!lJiS*l<&fc, ^ S 7 3 7 JC3!», /\ 

[0 2 3 8] 

MAW** ^rf^S7 4 0~S 7 4 6K:fe^T, ^=E'J>f>^i- 
£gg * ffl U -fe * # -5 s - # £> 7 T >f ;i/ & L T & 3S £ ^ T "T S . 
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[0 2 3 9] 

®3 6©^f7^S 7 3 6(&7=-#^m^&310>fN$J£0 3 9 £ JB V^f&HJf^ 

So z.a'&mtiMiZTsu xcdz^vj y*? zL-Ts&m^mmms 2 0 04 

[0 2 4 0] 

tf, t^t^f-^^iti'^fif 5s (0^sg31 (-fe*2ffc32£> 

) fc-r-s cs 1 1 0 1) „ mz*<Diz>7 * tfm-%itftMT*& 

9 (SI 102) 1--2>„ iCD^xy #fet, ir^rzi ^* (@7#I) 0m 

^it?^? (Encryption Flag) lC*^T$Ij££ft-£>» ffi^itftMT* & V^£- 

-7*-*?v h&4 Zftt^vt (SI 103) f5„ z:tltti2=3rn.U-r->f 'sy** 
^OBf^-fb^:* — h# >f^ (Encryption Format Type) (DWfe*.?-*. V 9"? 

[0 24 1] 

HgHiMfc:?*— Vy>#>f :7 (Encryption Format Type) ©aSSt-fittf 0 (DWi&te 
, locDB£^b^t£LT^£>^§-£r-e&So ZKZ>t§-£«, X5=- 

1 1 0 4tCfcVN-C, Ht#^fbT;i/^rU (Encryption Algorithm) <Z>W5£ 

Ht#>fbr;i/^U XAtt, i/i'^l/DES^h'J^DES (i28# 
M) LT^S &<DT~$> U, i/>^;VDE s -e & &£¥!15£ 2 *i 

ia©3>f> x y^-Kc (o) &;ifflbTBif-^ft:3>^> > y<£^&S£!i?T 

(S1106) t5. h'J^I/DE ST°$>2>£¥i}%.Znt~m&lZ. 2o03>f 

>^ap-Kc (o). kc (i) ^mmLxm^tzi^^y^cDm^m^mn 

(SI 10 7) fS. 
[0 2 4 2] 

—2k Z>-r-v7S 1 1 0 3T% Bt#7^--V^ (Encryption Format 

Type) 1 #U * * lcM&£§t£ffl V^Bf^fb&SMT &o 

TV^**^T*S. Xff^Sl 1 0 5 IcfcVNT, HgF-lMfcr^l/if U 

(Encryption Algorithm) ©fljg HHMfcy/HJU 
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;i/DE S^hU^;i/DE S (@2 8#I) 3&^^l/TV^St)<Z)t*fe U, 
;i/DEST*feS^l!lS$^^li, (s) IzMfc LTfg5£3 *ifc=i > 

fW-Kc (s) ^^iZ^^lCaiffiLTBt^bn^^^^/O^MS^^f 
(S1108) tft. h 'J ^;i/D E S il^Stlfci^ti, 2o©3>f 

yy*-Kc (s). Kc (s + lmod32) Srilflf L T#-fe # # $*<DW£^r-ik 
nz/Tfyoy'&^t&m&Mft (S l l o 9) ts„ 

[0 2 4 3] 

±?$?-$<D'iM.^mm<Dm&2>mmwLm*:m4 o ic^-t„ 04 o teaser, 

y^^TV^S 120 1~S 1 2 0 8H 039 (D&T^'rV? S 1101~S110 
8 fcHiT^S. ^fy^S 1 2 0 9~S 1 2 1 1^03 9 tlii^S. 
[0 2 4 4 ] 

Xf'y^S 1 2 0 5lCfeV>T, m^itTfrzlV X2±tfhVzfJVDE ST'$>2>t 
W5t£*lfc^-£\ ^ff^S 1 2 0 9tC;J3^T-tz##No. (s)&¥fl5tU s 

s = s - ltf>3g$T£H*? (S 1 2 1 0) U £-te>?*lzm 
MtSi^Kc (s) , Kc (s + 1) fcLth'J^DESCiStf^I ( 

s i 2 1 1 ) *mfi-tz>o 

[0 2 4 5] 
[0 2 4 6] 

WF#-ffcl/feJR« rti&tt, ^y^flHRJcfajfcSti*. 04 107D- 

K;fcV*T£«H:7VW ;&ffltt^/t>f ^©^'.M >*7x-.X©*& 

[0 2 4 7] 
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13 0 1) D 

[0 2 4 8] 

j^y-f y*-73L-7s\t^v*t£.&Ln^y Kfc^fg (S l 3 0 2) -fZii. ¥ 
V-y^f^l (tf^~) C-feyh (SI 3 0 3) U &ms^*-*tf^M 
ftVtb&frZWfe (S 1 3 0 4) -r£ 0 ^^H^^i-^tt, ^fe'vy *'tC 

-##tg^fg^H£M;LTV>£f§i§}-kL X-^^/^S 13 1 OlCfc^T'vy 
f£j&#:7^£0 (NG) (C|g^LT^SS:^T-r-5 0 ^m/* 1 ? *- 
rtt'^S^li, ^y^©^»U3iC-?r-S/a>i;x h^-^a>&0KlK3e (S 
1 3 0 5) U y a >UX hco^MT'CO^-^^S^ortgii-rSc * 

8&Uaff4r-5/a>y;* 2? a > £ 0 h bTfg5£1-£tfm, g-?A>f *Ttf>l& 

[0 2 4 9] 

&m ziy^yv fcaww^F-^f-f an 3 n#m-r ^ s y ^ - %> a > u ^ 
jim^m&mis&miz&^Tmftzti&^'rv-J's 7 0 7~s7O9 £H«i©y 

7j<^ - 2/ a > 'J X h fcfBgimS^fltJS «:f? ft ot%<kv\ 
[0 2 5 0] 

#;tc, ^fy^S 1 3 0 6 ic^VNT, a*; ^S{:S^v\tn>rV x y^r-K 
c, 3>-5 t > x y**^3i'y^ffi (ICV) £j*»K i c v_c<mt£:£j& «£-&ft 
tS„ 7f7^S 1 3 0 6CDn>f>7^-Kc, 3>f>^gfx^i4 
JftttK i c v_cont$:£^ Hff#-ffc^3l©»jWlS:H4 3 iC^f . 04 3 (Djt!M\t 
, f^^Ojl^'J-f >*7x-*<Z)1fc-iH&3a9S3 2 0 (@4#1) iCfcV^H 
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[0 2 5 1] 

t5v*T£j*U m-^itMMilh (S14 0 1) , #(DVgmty*-^ 
7-f-;i/K0^O^^ (S 1 4 0 2) f§ 0 Pif-JHfc? 

izmfe2nt~n>9->y*r- (Kc (0) ~Kc (31) (-fc * 3 2 0>m&) 
[0 2 5 2] 

140 4 -cuiF-^ffc^tf-vy h#0T&££¥ff5££*ifc^-£fci:. X 

TV^S 1 4 0 4Tr$P>C ^CAR^fty^t/zfUXA^-Jt/Ffc^iy ? 
LT1 (hV>Ol/DES) 3^0 (>»^DES) 

;i/DE S^feS^-^li. ^f77'S 14 0 5T1 offl3yf>^*- (Kc (0 
) ) ££fi£LTtf-S§-ft;*fitt IsTtitlX. Y> U ^;i/D E S X'&^m^lt. ttv-J 
S 1 4 0 6T'»3>f>^^- (K c (0) , K c ( 1) ) ££f£LTBiM§- 

[0 2 5 3] 

#ac. xf 'y7°s 1 4 0 7ic^v>t, s\y#<Dz2yryy#^zf7j -/bF<z> 

^fy^S 1 4 08T% ^^U§P3 2 1 (@4#H) K:fctt3ftfcBJj£tt 
Kdistt'f-^> ^^*>t.. 3>f>^f x^^f4MKi c v_conti: 

[0 2 54] 

1 4 0 9t'f-^ "t&;b*>, n^x^^^a:^ ^ft^^IlK i c v_contil, 
1 J^_tCD=l> 5=" > N y^r-& *"x>f T 2 £>&#^K s t o (CBC^E- K) T*Bgp# 

ft-rs., ^©Bt^b^ao^ii. 032. 033, 4&m^TmmLt~m 



ffilE# 2001-3078072 



#2000-320802 



[0 2 5 5] 

1 4 0 9 iZjSV&frJ T ZOte&miZ&ZnyT-yy^^y ?m 
MiKi c v_conti:. 1 jy±©3>f>^^r-K c ©fflp^fcaMtCO^TB 

4 4 ©:7a-£JB^Ti&i$!-r£., @4 407a-ii, £Wc^>rt-f ^ y >f 

*IIC^f'f7203>hn-7 (®2#flg) 
[0 2 5 6] 

£T> ^^^{BUCD^^EU >f Bg^ffc^f^-^K (0) ~K 

(n-l) iny^-yv^-^v #-fi£j&iiK i c v_cont£, l j£U:<z>=i>-^> 
^3f-) €:®J£ (SI 50 1) U *^-r T2fc©«aa$EI§K:^L/fc"fe'y2/ 
a>^r-S5BMU ^^USP3 2 1 Kl«»L/fc*5JHfiI V_keysfefflv\TDE S 
-CBC i E-KJCd:&lt#fl:^*7 5 -*K (0) ~K (n-l) ©8gp-^ft«:||ff 
U t=-*K' (0) ~K' (n- 1) (S 1 5 0 2) -TS 0 rOBiP#>fE: 

'J^f>^7i-^H CBCBif^ftMI'fbrivv F£*^w T 2 n> h n-^ic 
^f>fT2{t jl^-f T2©«iPK:«»LTV^*JJBIII V_ke y 
s £b^#K-fey h (S 1 5 0 6) f6„ ^=E'J >f 7i-^tt, 

#tt&JB«fc3M3 (S 1 5 0 5) 
[0 2 5 7] 

^f-f723>bn-7lt K' (i) £^{§ (S 1 5 0 7) U Sfc 

bfc^-^K' (i) lC*fLT, :*i:©ffl2«£l§K:£iaLfcl2yS/a> 
dr-CtotCBC^-Kt®^!^ (SI 5 0 8) U 

(ex. «gfc<Z>iz*#M/S3>-r>y3f-) (S 1 5 0 9) -T£ 0 

t o £j§v^cbc^- Fizz&m^tmmzmn u ^-##jk" m 

J&LT. ^Hfc^/MvUC^M (S 1 5 1 0) -TSo X^y^S 1 5 0 7-S1 

5 i o<D#imiz. ftizmm^frmz 4©de s-cbc^- FK&&mmtzm-3 
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[0 2 5 8] 

(S1511~S1514) t«. ^f>f723> bn-7»CBC^73 
V> KCD^fglCkU \sV7.**>7 UT (S 1 5 1 5) f$„ 
[0 2 5 9] 

^^©^U-r^^ni-XMu ^f-f 7 2^^) gfg L £ K " (0) ~K 

" (n-i) £/\y#&^M©Rif^fc£t^-#£i-s 0 ±fa^sic «fc *; , -rVW 

18^^^ K i c v_cont|;H#t5r i^ttSc 
[0 2 6 0] 

3 0 6lC33V%T, Jt&©^y #**M*<Z>£rik Bt-tft^T-rS^, *=EU>f:y 
^7ai-Xtt^L/^^^^5 :r -^lCS^<^:^acy ^« I CVI:4)$ (S 1 
3 0 7) fS. -fe^rzLU^>r^y^©^3i^^<gT$>€> I CV_s hi*. * U 
3P3 2 1 (Bf4#M) JCftfftatlfcttSB-flll V s h t^pa'J -5M 's y 
*3LvZm.$L&m¥ii c v_s hSrMVAT, 5fclC01 4 &J8 V^TM! bfc I CV 
^#^tC«^5v>T^$tlS 0 mz. 7.v L ^7°S 1 3 0 8^, ^Stlfe'W 
#&«g&*'vy*fcUTrt»lCfii#U ^VfS 1 3 0 9T'A>)/^4M^ 

[0 2 6 1] 

— ffligWl ^f'^S 1 3 1 2T'Xf-^^ffit3V> K$:^=e 
U >f >*7*-Xlzmmis. ^-75^0 (S13 13) T'&D. 

(Jfc#) (S13 14) 

;t>y77J!)^A>y^^aSU at®7 7>f;i/i:l/T^f^ TIC## (SI 3 
15) t, &<Z>*a.J3 (04 2) iCjltfo 
[0 2 6 2] 

77^ ;i/£-fe* #ic#«gi-So ^sa^ti^^-^ &d (i) ~d (k) 
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mwmz* r^tc^-^D (i> (DrnziLfr*.? * s (i) ^slt, 
jy*7*-xizwzs (i) ©Bt^b#^ji*n^> .Kt, -t-*d (i) 

fcjli&ii'fi (S1321~S1324) t"-5o ^ ^ U >f > # 7 a: tt, -fe ^ # 
S (i) Bttftft^=lT>KI:Sf (S 1 3 2 5) fSi:, \ZV -1 V * 
1 (tf^-) IC^Jt (S 1 3 2 6) U 7 ^#1 

£ (SI 3 2 7) r HZZkftt. hTlk*TV-f\zmtio 
[0 2 6 3] 

^ j eu>f>3!7i-^it ^Mir^^s (i) ^was^^y^ 

^'Jtfe5*^« (S 1 3 2 8) U fl-SM^y ^f>f71^ 

) T*&5^&¥!I5£ (SI 3 2 9) -fe >y h V=y V-ftl "e&S»-&lCtt, S&IC 
yny^^-$*r>3>-f-^ (BP T) BPT^Sta^f 
«n*&&-fe?#S (i) =S:#^Ji»fl ; p^*f^y^^^^LT^LTV^S*^?:^!I 
j£ (SI 3 3 0) t5„ B PTJCflF^afrWsr^n y * ©8H£#&S»&»CfcJ:* 
•fe^^lc*rjSLTtS!^^-S^VfTiE^$:^ (S 1 3 3 1) fS„ 
[0 2 6 4] 

CV77^) iCg^TfUjt (SI 3 3 2) U I C V#$n*&Stfr&B:, ^> 
I CVMK i c v^onUC^^V^-fe^^-^lC I CV5:4 

(S 1 3 3 3) fS. 
[0 2 6 5] 

S 1 3 3 4) -tZ. 1 3 3 4©f-^Mf ^I©ffM5:04 5 £ 

3P3 2 0 (04#flg) &CfcV>T||*?£*l£„ 
[0 2 6 6] 

m^<tttM<DT-$&miz? s (o^ s ^3i (t^^t3 2 

tf>^-£) ) £i"<5 (SI 60 1) 0 ^^Bgf#^*f^T**>S^S:^3: 
(S 1 6 0 2) i"6 0 rtf)^n:>y t^iJf-fM^ (EI 7 #0) © 
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m-%ik7^tf (Encryption Flag) IZ^^X ¥05fe£4l£o m^tftMT'te 

*ft7*-7yb*^f^6fiyi' (SI 6 0 3) fS„ m»-fe^ra.'J -r-W ^ 
V jtpKDBg^rfcy * — TV h (Encryption Format Type) (Z)|^^ jc y 

[0 2 6 7] 

m^ity^-^V YZJ-J (Encryption Format Type) (DWLfeMtf 0 <Dm&& 

>y^S 1 6 0 4 1C33^T, Bt^-fbT;!/^ 1 ; (Encryption Algorithm) 
£*T&e>. «ffftT^d'JXAtt, i/>^;i/DE S^h U^;i/DE S (B2 8# 
M) frZnfelsX^&lb&T'&V. i/ > 9"^ D E S t S i: IKS S tifcf^tt, 
1 o(Z>n>^>y3f-K c (0) ^ffiLTBif^tn^vy^f^ffc&S*:^ 
ff (S 1 6 06) ts„ h y ^;i/D E S"e^>^i:¥!l^$4ife^-a-li, 2o©n> 

t>^-kc (o) „ kc (i) zmmvxm^tny^-yy&m^ittimz: 
mn (s i 6 o 7) ts„ 

[0 2 6 8] 

— ^r, ^f'V^S 1 6 0 3 1?, Bi#7*-^y h^^r^ (Encryption Format 
Type) 0»j£ffi# 1 #iz?#CM&Sit£MV^I«ffc&3£?T&e> 
i^tfeS. S 1 6 0 5lC;J3V*T, Bt^bT;!/^ U ( 

Encryption Algorithm) ©fUg^^l Rt-JfftT ;i/=f U XAtt, i/>^VDE 
S^h'J^l/DES (@2 8$I) ^£^5£LTV>£ U, i/>^DE 
ST*&S£Wfe£*i (s) tc^ffrbT^$tifcn>^>^/ 

^r-Kc (s) *izmmvTm^<k^yTyy<Dm^t#m*m?r (s 

1 6 0 8) ts„ h U y^DE S7?&&£W££*i£t§-&fci:, 2.-D(Dziy^-yv 
3f-Kc (s) , Kc (s + lmod32) Irlffl bT#iz * # #©Ht#Ma 
fc^fr (S 1 6 0 9) fSo 
[0 2 6 9] 
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XTVZfS 170 1~S 1 7 0 8H 045 (D&T.TVZfS 1601~S160 
8 £mmT*$>2> B 1 7 0 9~S 1 7 1 1 #04 5 £.&m&2>o 

[0 2 7 0] 

XTV^S 1 7 0 5(CfeVNT, Bt#ffcT;HfUXA#h U^DE ST'&Si: 

^"S 1 7 0 9 tCfcV^-fe^No. (s) &¥U5tU s 
tf^T-aD 5 s = s - 1 <D^.ffiZmft (S 1 7 1 0) U #iz*#tCjg 
MfSi5:Kc (s) , Kc (s + 1) tbt hU^l/DESfCfcSt^I ( 

s i 7 1 1 ) zmn -r<5o 

[0 2 7 1] 

^.atCfcoT^-^aS^Bf-^^^IX^yy (S 1 3 34) #,1&T-f "5 s - 

^asic^-rsmurjE^s:^ (sisss) u m-^ftstife^-^D u 

g0S:;*7V TfC#£&<2> (S 1 3 3 6), *ffii*)**75^1 iC-fe 
9b (S 1 3 3 7) U 0 («p«) JC«fe (S 1 3 3 9) t6. 

[0 2 7 2] 
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